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Od wycieku dostepow sieciowych do ataku Ransomware
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‘ Ekosystem cyberprzestepczosci
Wycieki dostepow sieciowych
Ag e n d a Czy da sie polaczyc¢ atak z wyciekiem dostepow?
Przykiady ...

CTI - Proaktywna ochrona organizac;ji
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Ekosystem cyberprzestepczosci



Ekosystem cyberprzestepczosci
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Motywacja cyberprzestepcow

WIZERUNKOWA FINANSOWA TECHNOLOGICZNA
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Wycieki dostepow sieciowych



D4rkShadow

byte
) USA Company

Revenue: +10 Billion$

Access: Domain admin and Enterprise admin
§ é +150TB Highly Confidential Files

Industry company: Medical Devices & Equipment

Many Formula and technology is available

AV: McAfee

PC: +60 000 PC

Joined
START: 10k$

Activity STEP: 1k$
BLITZ: 100KS B ID: 2956287487de26a454292614feba8bs -

Threat actor GenioHot sells access to a Poland-based company from the consumer & retail sector

Jun 7,2023

Deposit

B Summary
On June 07, 2023, KELA observed the threat actor GenioHot selling access to a Poland-based company from the consumer & retail sector, with USD118 million in revenue. The actor claimed the access enables
to log in to a domain admin-privileged machine. The access was offered for sale for USD2000.

Details

@© 1P Green

[5] category Network Access
[ Sector Consumer & Retail
® Geography Poland

& Threat Actors GenioHot

@ Internal References [Sell] Company Accesses
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Wycieki dostepow sieciowych

KELA 24/h na dobe, w sposéb automatyczny, monitoruje dostepy sieciowe wystawione na sprzedaz

Ponad 2,000 dostepow
sieciowych zostato
wystawionych na sprzedaz
w 2023 roku

Sredni czas potrzebny na Srednia cena za jeden
sprzedaz dostepu sprzedany dostep sieciowy
sieciowego to od 1 do 3 dni w 2023 roku to +/- 4500 S

KELAY



Brokerzy inicjalnych dostepow sieciowych

Threat actor yesdaddy sells access to a Romania-based electronics manufacturer

On June 16, 2023, KELA observed the threat actor yesdaddy selling access to a Romania-based electronics manufacturer, with USD35 million in re
venue. The actor claimed the access is provided through VPN-RDP and enables to log in to a domain admin-privileged machine. The access was ...

Green [ Event [ Network Access () Romania () Manufacturing & Industrial Products - Jun 16, 2023

Threat actor GenioHot sells access to a Poland-based company from the consumer & retail sector
On June 07, 2023, KELA observed the threat actor GenioHot selling access to a Poland-based company from the consumer & retail sector, with US

D118 million in revenue. The actor claimed the access enables to log in to a domain admin-privileged machine. The access was offered for sale f...

G Event [ Network A Poland [ Co & Retail - Jun7,2023 : :
pos T Ereat BN Notwork Ao | Folint O Commumen SRS S Threat actor GenioHot sells access to a Poland-based company from the consumer & retail sector

[E) ID: 295628748 + Jun7,2023

Threat actor sganarelle sells access to a Slovakia-based company

Summary
On June 01, 2023, KELA observed the threat actor Sganarelle selling access to a Slovakia-based company On June 07, 2023, KELA observed the threat actor GenioHot selling access to a Poland-based company from the consumer & retail sector, with USD118 million in revenue. The actor claimed the access enables
r claimed the access is provided through Citrix. The access was offered for sale for USD500. Iolog n 1o e domaln edmin privicacd machine. The access wes offered fonsaic forLS02000.

S Details ~
Green [ Event [E] Network Access () Slovakia - Jun1,2023
© 1P Green
o . Categor! Network Access
Threat actor tsyko sells access to a Bulgaria-based security school ey
3 A 3 [ Sector Consumer & Retail

On May 26, 2023, KELA observed the threat actor tsyko selling access to a Bulgaria-based security schoo
ed through VM and enables to log in to a local admin-privileged machine. © Geography Poland

i Threat Actors GenioHot

Green Event Network Access Bulgaria Education * May 26, 2023
G = © ga I 2 @ Internal References [Sell] Company Accesses

Threat actor GridsNetwork sells access to a Poland-based company

On May 18, 2023, KELA observed the threat actor GridsNetwork selling access to a Poland-based company, with USD5 million in revenue. The acto
r claimed the access is provided through RCE and enables to log in to a root-privileged machine. The access was offered for sale for USD500.

') Green [ Event [ Network Access () Poland - May 18, 2023



Brokerzy inicjalnych dostepoéw sieciowych
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Czy da sie potaczy¢ atak Ransomware
z wyciekiem dostepow sieciowych?



Brokerzy inicjalnych dostepow
sieciowych nie podajg nazw
zaatakowanych organizacji, ktorych
dostepy wystawiajg na sprzedaz

Zamiast tego wymieniaja
wtasciwosci lub metryki ofiar tj.:

Wyzwanie...

Przychody, wielkos$¢, branze,
sektor, opis dziatalnosci...




Metryki pomagajg innym
aktorom ekosystemu
cyberprzestepcéw
zrozumiecg, czy ofiara
jest wartosciowa...



613 /22K

Network access victim identified as Correios

KELA has researched the details provided by the actor about the victim and assesses with high confidence that the company

in question is Correios (correios.com.br), based on publicly available information in its description

(© Amber A~ Insight - Feb 5,2024

Network access victim identified as Gigamon

KELA has researched the details provided by the actor about the victim and assesses with medium confidence that the

company in question is Gigamon (gigamon.com), based on publicly available information in its description

) Amber A~ Insight - Jan 31,

Na szczescie
pomagaja
rowniez
klientom KELA ...

Network access victim identified UTSA

KELA has researched the details provided by the actor about the victim and assesses with high confidence that the company
in question is UTSA (utsa.edu), based on publicly available information in its description

(© Amber A~ Insight - Jan 28,2024

Network access victim identified ZircoDATA o

KELA has researched the details provided by the actor about the victim and assesses with high confidence that the company
in question is ZircoDATA (zircodata.com.au), based on publicly available information in its description

(© Amber A~ Insight - Jan 28,2024

Network access victim identified as Hindustan Coca-Cola Beverages

KELA has researched the details provided by the actor about the victim and assesses with medium confidence that the
company in question is Hindustan Coca-Cola Beverages (hccb.in), based on publicly available information in its description

(© Amber A~ Insight - Jan 24,
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Identyfikacja...

D4rkShadow

byte
Py USA Company

Revenue: +10 Billion$

Access: Domain admin and Enterprise admin
+150TB Highly Confidential Files

Industry company: Medical Devices & Equipment

Y

Many Formula and technology is available
Paid registratior AV: McAfee
PC: +60 000 PC

Joined
: . START: 10k$
Activity STEP: 1k$ ety .
BrTD o mnas Network access victim identified as Henry
Depoall Schein Canada

B

KELA has researched the details provided by the actor about the

victim and assesses with medium confidence that the company in

question is Henry Schein Canada (henryschein.ca), based on the
mentioning of the company by the actor on the post. Although the
company's domain and name refer to Canada, this is a US company

with headquarters in New York.

@ TLP Amber




Powigzanie wyciekdw dostepow sieciowych z atakami

Jedynie w 2023 roku, co najmniej 4 operatorow Ransomware korzystato z zakupionych dostepdéw sieciowych!

We take access to mining at %

(%) Publish date: May 14,2023 2 Author: ransom in @ Source: RAMPForumResurrections 5] |D: 303544998

[ ]
Akl ra We are interested in US, UK, CA companies (we will consider other options if the field of activity is interesting), we hire from
100kk to 3kkk.
We have the best advertisers, ready to work on stream.
TOX: 3488458145EB62D7D3947E3811234F4663D9BSAEEF6584AB08A2099A7F946664BBA2BOD30BFC

Alphv

We are looking for an access provider. Cooperation\Implementation.
M a I on [ Publish date: Sep 9,2023 2 Author: Mallx in @ Source: RAMPForumResurrections [5] 1D: 310099985

We will take away access for implementation. The terms of fellowship are negotiated personally.
- Interested in access: fortiki, Cisco VPN and others.
- Revenue ot 10kk+

K - ht “ P C I - User in the domain.

night (wczesniej Cyclops)
- Geo US/CA/AU/UK/DE.
- Not interested: EDU/GOV
- The topic is considered individually; hospitals and educational institutions are not interested.
- We work honestly and clearly, the supplier will have access to the panel and chats and see everything with his own eyes.
- If there is a constant flow of TOP swearing, we are ready to provide you with the best conditions and take you private.
Jabber contacts: mall0O@exploit.im




Przyktady atakow Ransomware opartych
o wycieki dostepow sieciowych



Atak Ransomware grupy REvil na Medibank

Wystawienie dostepu Ogloszenie

sieciowego na sprzedaz

o0 przeprowadzonym ataku

I RSS 2.0 Feed

Blog

Niecaty miesigc od

wystawienia dostepu
o . “A man who has committed a mistake and doesn't correct it
S|eC|OwegO na is committing another mistake. -Confucius®

SprZEdai Medibank Data will be publish in 24 hours

pu bl Iczn I e ogiasza www.youtube.com/ watch?v=njlvSfux]i8 (remove space)
InfO rmaCje O ata ku Looking back that data is stored in not very understandable

format (tables dumps) we'll take some time to sort it out
and we posting a small part of the data, in “Human
readable format (sample in json file )" also we post all raw
data.

We'll continue posting data partially, need some time to do
it pretty.

Paidzie rn i k 2022 We'll continue posting data partially, including confluence,
source codes, list of stuff and some files obtained from

medi filesystem from different hosts.

medibank.com.au Views: 25179

P.S | recommend to sell medibank stocks.

L} L] n [ ] n n n n L} n n n n n I>

Negotiation process inside leak.

Added one more file abortions.csv in a next folder
09112022 .

)
Low Privileged accss for sell..
Country Australia &&

Society ask us about ransom, it's a 10 millions usd. We can
make discount 9.7m 1$=1 customer.

Medibanks CEO stated, that ransom amount is "irrelevant®.
We want to inform the customers, that He refuses to pay
for yours data more, like 1 USD per person. So, probably
customers data and extra efforts don't cost that.

7000% © 446 edited 22:36

Added one more file Boozy.csv in a next folder 10112022.

KE LAY Wrzesien 2022 Listopad 2022



Atak Ransomware grupy REvil na Medibank

16 Wrzesnia 2022 - Aktor .
,c0xeec” wystawia dostep N > @% -
sieciowy na sprzedaz na kanale 18 Wrzes$nia 2022 -
Telegram ,,0x_dump” Aktor ,cOxeec” Compromising the

potwierdza sprzedaz N
dostepu sieciowego 17 Pazdziernika

2022 - Medibank

* publicznie
° > @ .
5000 C T oo oo potwierdza atak
1= Ransomware
6 Listopada 2022 — Medibank ogtasza, ze nie ,

zaptaci okupu
7 Listopada 2022 — Revil ogtasza Medibank  pomiedzy 18 Pazdziernika,
jako ofiarg ataku Ransomware na swoim blogu 3 5 Listopada 2022 maja
i zaczyna upublicznia¢ wykradzione dane miejsce negocjacje

pomiedzy atakujgcym
a ofiarg

KELAY



Atak Ransomware grupy LockBit na linie lotnicze Bangkoku

" babam Lipiec 2021
Wystawienie dostepu megabyte
sieciowego na sprzedaz: ese® VPN AnyConnect Cisco

Revenue: $854 Million
A3pokomnaHus TannaHga

Lipiec 2021

Sprzedaz dostepu start 250%
sieciowego: step 125%
Sierpien 2021 User blitz 1000%

_9 * ZaNamana.e Wykrycie ataku przez

ofiare:
Sierpien 2021

Sierpien 2021

Ogtoszenie
0 przeprowadzonym ataku: bangkokair.com
. . s Bangkok Airways. We Have More Files (Extra +200GB) To Show. And Many
Slerplen 2021 More Things To Say...

ALL AVAILABLE DATA WILL BE PUBLISHED !




Atak Ransomware grupy LockBit na linie lotnicze Bangkoku

25 Sierpnia 2021 — LockBit ogtasza, Linie
lotnicze Bangkoku, jako ofiare ataku

Ransomware

Ransomeware na swoim blogu

28 Sierpnia 2021 — LockBit zaczyna — R O O E 4 oo e
upublicznia¢ wykradzione dane Nie sg znane doktadne

5 Sierpnia 2021 - Aktor | > @j . TN

20 Lipca 2021 - Aktor sellis.).douglas” oferuje G .
»babam” wystawia dostep che¢ zakupu po cenie  ° :
sieciowy na sprzedaz ,buy-out” = 1000USD. - Compromising the .
Brak potwierdzenia ww. . N ;

transakcji. o 23 Sierpnia 2021 - .

m ...... Linie lotnicze X

4 * Dk . Bangkoku .

: B . . .

..... > A EREEER wykrywaja atak :

(dwa dni przed terminem zaptaty okupu!) Szczeg.éh./.dotyc.zqce .
negocjacji pomiedzy :
atakujacym, a ofiarg .

KELAY



Cyber Threat Intelligence (CTI)

Proaktywna ochrona organizacji



Inwestycja w przysztos¢ Twojej organizacji

Zabezpieczenie budzetu na rozwigzania Cyber Threat Intelligence (CTI) w 2024 roku to koniecznos¢

_H_\

Do korica 2025 roku prawie 1/3 Do I(<)or'1ca 2025 roku
krajow ureguluje kwestie e (_:EO ZbUduJ? '
. : strategie odpornosci,
reagowania na ataki S
.. aby chronic sie przed
Ransomware, w tym negocjacje

) _ zagrozeniami
okupow z cyberprzestepcami S inza i

\ z cyberprzestepczoscia

KELA Gartner



Cyber Threat Intelligence w 2024 roku to koniecznos¢

Wycieki
poswiadczen
i dostepow
sieciowych

Skompromitowane
przez Malware
koncowki
(End-Point’s)

Ataki
Ransomware
i APT

Wycieki kodéow
zrodtowych
aplikacji

Kompromitacja
kart
kredytowych
i fraudy
finansowe

Wycieki danych
osobowych
i kradziez
tozsamosci



KELA

dostarcza informacje wywiadowcze,
ktore sg dla Ciebie najwazniejsze



Cyber Threat Intelligence

Petna widocznosc¢ zagrozen oraz mozliwos¢ mitygacji zdarzen zanim przyjma postac incydentow bezpieczenstwa

Bezpiecznie nawigowanie

Ekosystem Cyberprzestepcow w internetowym podziemiu
= B
P o, A= o Informacje wywiadowcze
] Blogi CErT— sklei)y TE U m——— - w 100% ukierunkowane na
Ransomware E N zasoby organizacji 24/h 365
Grupy Telegram
i Discord @ 0"
Nielegalne . < £
markety .
Podziemne fora Ustugi ekspertéw
Ee=1 Izraelskiego
(80
crﬁg @ wywiadu
. Z:jzuty A Fraudy Platforma <
az danyc finansowe Spotecznosci 560 :
cyberprzestepcow % CyberwyW|adowcza -
KELA Automatyzacja

i petna integracja

Brokerzy Inicjalnych APl z SIEM/SOAR

dostepdw sieciowych



Platforma Cyberwywiadowcza KELA

Moduty Platformy Cyberwywiadowczej adresujg cztery poziomy wykorzystania Cyberwywiadu

Investigate

Monitor Technical Intelligence

Identity Guard Threat Actors

Threat Landscape
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Jak oceniaja nas nasi klienci

5.0 Feb 5, 2024 Review Source: ()

Easy dark-web Intelligence

Reviewer Function: IT Security and Risk Company Size: <50M Industry: IT Services

Management uSsD Industry

The product and services ar
50 Feb 4, 2024 Review Source: @

Great Tool for Investigations related to Darkweb and Underground Forum

Intelligence

= " 5.0 Jan 31, 2024 Review Source: ()
Reviewer Function: IT Security and

Risk Management - s
- Great for Dark Web Investigations

great intelligence tool and customer iewer Function: IT Security and Company Size: Gov't/PS/ED Industry:

Management <5,000 Employees Government

Industry

The Platform is intuitive to use and does not require much training to onboard new team members.
It provides a wide range of very helpful intelligence. The support team is also great. Overall, this is
one of the best intelligence tools | have used.




Gartner Peer Insights — 4.8%

All Categories > Security Threat Intelligence Products and Services > KELA > Kela Cybercrime Intelligence Platform

Kela Cybercrime Intelligence Platform
KELAYRRGEIEYE

by KELA in Security Threat Intelligence Products and Services

A8 ***** 35 Ratings ~+“~ Compare E Write A Review i Download PDF

Kela Cybercrime Intel

ligence Platfor

- m Ratin :
U Reviewed in Last 12 Months gs Overview

8 Email Page

4.8

35 Ratings

Customer Experience
Ratlng Distribution Evaluation & Contracting 4.7
Gartner

5 Star

' ‘ Planning & Transition 48
Peer Insignts.

4 Star Delivery & Execution 49

3 Star

Product Capabilities
2 Star

1 Star



/?‘g FORMERS

Praktyczne warsztaty
z wykorzystania
Cyberwywiadowczej KELA

} 20.06.2024

llos¢ miejsc ograniczona!



Odkryj ekosystem cyberprzestepczosci

Juz dzis
RN
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Dziekuje!
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https://ke-la.com/

